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Source: https://othjournal.com/2020/07/03/cognitive-electronic-warfare-a-move-towards-ems-maneuver-warfare
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Getting from the Whiteboard to Proven Concept
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Radar Design and Prototyping - Army Research Lab, Penn State University

Cognitive Radar — RF Interference Avoidance Prototyping

“Becoming an expert at traditional FPGA design languages like VHDL or Verilog takes years. Using NI
LabVIEW, we can focus on the cognitive radar and spectrum sensing aspects of our algorithms
without becoming FPGA experts. Being able to implement these algorithms ourselves makes it much
easier, much quicker to move from the conceptual phase to the prototype stage.

We’ve generated an RF interference emulator using NI VSTs and those allow us to test our cognitive
algorithms. FlexRIO allows us to sense big picture instead of narrow band and we can re-tune to
opportune frequency bands over a 3 GHz range now. This increase in bandwidth...allows us to more
easily avoid other RF emitters.” Brian Phelan, PhD

Radar Engineer, Army Research Laboratory


https://www.youtube.com/watch?v=XsFWwtH-OY0
https://www.youtube.com/watch?v=XsFWwtH-OY0
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A COTS-based Software-defined Radar/EW Prototype

Software-Defined Radar
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Deep Learning for Signals Intelligence

Svnthetic Data + Real-World Data = Better Deep Learning Models

Generate synthetic data with impairments using MATLAB
Gather real-world data over-the-air with NI software defined radio (SDR) hardware
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Model Development with Synthetic Signals
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N Over-the-air Test with SDR

- Generate OTA test signals using any source

. Connect MATLAB to NI SDR to receive
signals
USRP-29xx or Ettus B2xx, N2xx, and X3xx

- Process real-time data in MATLAB
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How do you test an EW system?

Legacy System Cognitive System

VS.

Traditional Approach ...doesn’t work for Cognitive Systems
1. Define test scenarios > |nfinite possible scenarios

2. Simulate threat environment—> Handles unknown threats
3. Assess system response—— Unpredictable behavior

ni.com
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How do you test if a 10-year-old iIs good at chess?

Quiz them on the best next move for
every potential board configuration
(estimated around 10%°) to achieve
100% test coverage?

Not realistic or feasible.

ni.com
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How do you test if a 10-year-old iIs good at chess?

Play lots of matches until they
consistently beat their opponent?

They continue to learn and
Improve with each match!
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What can we learn from Automotive?

Autonomous Vehicle T&E Traditional EW T&E

VS

Test Coverage

M&S HIL Road M&S HIL Range
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M \What can we learn from Automotive?

Test Configuration and Automation Sensor ADAS ECU
Interfaces
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ni.com ADAS = Advanced Driver-Assistance System

ECU = Electronic Control Unit



N How well does this map to Cognitive EW?

i ) _ Challenge: This architecture requires RF interface
Test Configuration and Automation to be superset capability of ALL emulated threats

Network Current solutions suffer from limited fidelity,

Communications density, high cost, bandwidth, etc. Require Scaling

SUT

RF Hardware Interface

Multi-port, Direct Inject

v

Virtual Battlefield
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G —l Digital Telemetry/Control Data
Digital IQ
Source: USAF 412 EWG Industry Day 2018 Waveforms
Wavefront Acquisition /
Challenge: Pure SW-simulation of all wavefronts \ Generation MAA

prohibitive for real-time HITL, due to required fidelity Additional Challenges Gaps:

and timing of cognitive red/blue models, Challenge: “Perfect” signal representation . .
environment simulation, and background emitters — ideal for advanced AI/ML, parameter-based Lack of access tO_ Va“qate,d r“ed/blue m?dels
requires hardware acceleration, similar to “real” solutions not always sufficient for cognitive * Lack of shared, high-fidelity “real-world” data

radar and EW systems. systems. + Etc...
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HITL Test Infrastructure for Electronic Warfare Systems

Test Configuration and Automation
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Test Configuration and Automation

Network
Communications

Simulating RF Propagation:

Push towards Higher Fidelity

T&M

SUT
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Future: \

Physics-based M&S Meets
HITL;
Extreme Fidelity
Environment Simulationj
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A vision for Cognitive EW T&E

Platform Capabilities

System Requirements

Test case
Parameterization

Thousands to millions of
GELEINENS

Prioritization
Based on risk:
impact & likelihood

Prior Mission Data

Known Adversary

Capabilities / Behaviors

Regulatory Requirements

Requirements

Assignment

Based on function and

required fidelity

M&S -> HITL -> OAR/LVC

Need to establish ruleset

ALMAE ¥ tehavionsansuver

| 10+ Cameras . i | Localization )| sewesan

5+ Radara | scene Sepmentation

© 1| object Detection s Stapging |0|wmllmg |
1| mmasance Tracking L LN J

4+ LDAR

Oozupancy G |

Ego Trajectoey

o | onbiect Motion Estimation
| and Prediction

| i+ Ukrazonic 3:, in g
ne o

Fallew |

| e Shifing |
MU, GRS, Wheel Spoed, L
et

. |umn=necnm |

Sensors Perception Local Planning

Control Estimation .

ni.com

A Higher-level Workflow for Cognitive EW T&E

Execution
Leveraging Shared
Scenario Generator /
Manager

Assessment
Establish
“level of trust”

Iterate
Interesting results
seed new test cases

Results

Threat

Ex. Assign to HITL
“Sensor-in-the- Loop”

SUT

Environment

Need to adopt continuous test construct

M&S HITL OAR

Digital Twin

Model Standardization

TMAP Models <«+—» <+—> Digital Twin

Propagation Environment Environment
Models Simulator Simulator? (LVC)
Blue Models Ta(_;t|_ca| HW & > Tactical HW
Digital Twin

[ Challenge: How do MoD/DoDs and contractors work together to realize this kind of workflow? |
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Q&A

Thanks for your attention!

Please feel free to contact me with any
further questions: jeremy.twaits@ni.com

ni.com



